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C xaxaplM ToJ0M MOJOACKH B HHTEPHETE
CTAHOBHUTHCSA OOJIBIIE, a JCTH OJHH H3 CaMbIX
AKTUBHBIX MOJIb30BaTelNen PyHera.

Mexay TemM, NOMHUMO OTPOMHOIO KOJIMYECTBA
BO3MOXXHOCTEH, MHTEPHET HECET U MPOOJIEMBI.

OTta maMAaTKa JIoJDKHA — IIOMOYb  Tebe

0e30macHO HAaXOAUTHLCS B CETH.
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KomnbroTepHsbre

BUpPYCHI

Kownviomepnotit _ gupyc — 5TO Pa3HOBUJIHOCTb KOMIIBIOTEPHBIX IPOTrpamM,

OTJINYHUTEIILHON 0COOEHHOCTHIO KOTOpOﬁ SIBJIIETCS CITOCOOHOCTD K Pa3MHOKCHHUIO.

B nomnosiHeHne K 3TOMY, BUPYChl MOTYT HOBPEIUTh MW MOJHOCTHIO YHUUTOXKUTH BCE
Gdaiinpl U JaHHBIE, MOAKOHTPOJIbHBIE IMOJIB30BATENI0, OT MMEHH KOTOpOTOo Oblia
3amylieHa 3apaxx€HHas NporpaMma, a TakKe MOBPEIUTh WU JaKe YHUUYTOXKUTH
ONEpallMOHHYI0 CHUCTEMY CO BceMHu ¢aijgamMu B 11eioM. B OOJBIIMHCTBE CilydaeB
PacIpOCTPAHSIIOTCS BUPYCHI YEPE3 UHTEPHET.

MeToabl 32AIIUTHI 0T BPEIOHOCHBIX IIPOrPAMM

1.

o1

Hcnone3yii COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, HUMEIOIINE CEPHE3HBIN
YPOBEHB 3aIIUTHI OT BPEAOHOCHBIX IIPOrPaMM;

[locTtosnHO  ycranaBnuBail maytu  (mudpoBbIe  3amjaaTKU, KOTOPHIE
ABTOMATHUYECKH YCTAHABIMBAIOTCS C LETBI0 TOPAOTKU MPOTPaMMBbl) U JAPYTHE
OOHOBJICHUSI CBO€H omnepalmoHHOW cucTteMbl. CKauumBaili WX TOJBKO C
opurmanpHOoro caiita paspaborunka OC. Ecimm cymectByer pexum
aBTOMATHUYECKOTO OOHOBJICHHUS, BKIIOUH €T0;

PaGoTaii Ha cBOoeM KOMIIBIOTEpE TMOJ TMpaBaMH IOJIb30BATeNsd, a He
aIMUHUCTPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTPaAMM
MHCTAJUIMPOBATHCS HA TBOEM MTEPCOHAITBHOM KOMITBIOTEPE;

HUcnonp3yli ~ aHTUBUPYCHBIE  NPOTPAMMHBIE  MOPOJAYKTBI  HM3BECTHBIX
MIPOM3BOIUTEIICH, C aBTOMATHYECKUM OOHOBIICHHEM 0a3;

Orpannyb GU3HYECKUH JOCTYN K KOMIBIOTEPY I TIOCTOPOHHUX JIUIL;
Hcnonp3yit BHENMTHWE HOCUTENW WH(OpMAIMU, TaKUEe Kak (Quiemika, JUCK W
(daiin u3 UHTepHETa, TOJBKO U3 MPOPEPEHHBIX UCTOUYHUKOB;

He otkpbiBaii koMmmbloTepHbIE (ailibl, MOJTYyYEHHbIE W3 HEHAAEKHBIX
UCTOYHUKOB. Jlaxke Te (haiinbl, KOTOpblEe MpuUcian TBOM 3HaKOMbIH. Jlyumie
YTOUHH Y HETO, OTIIPABIISI JIU OH TeOE UX.
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Cetn WI-FI

Wi-Fi - aTo He Buj nepenauu JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OPSH]I, MapKa.
Eme B 1991 romy nupepnanickas xommnanus 3apeructpupoBana opern « WECA»,
yTo oOo3Havano cinoBocodeTanue «Wireless Fidelity», koTopblii mepeBoguTCs Kak
«OecrpoBOIHAS TOYHOCTHY.

Jlo Hamero BpeMeHH Jouuia Jpyras aOOpeBuatrypa, KOTopasl SBISETCS TaKoW ke
TexHoJorue. Ito abopeBuarypa «Wi-Fi». Takoe Ha3BaHue OBUIO TaHO C HAMEKOM
Ha CTaHAApT BHICHINI 3ByKoBOW TexHHKH Hi-Fi, uTo B mepeBose 03Ha4aeT «BBICOKAs
TOYHOCTBY.

Jla, OecIlaTHBI MHTEPHET-AOCTYN B Kade, OTEISIX W a’poroprax SBISCTCS
OTJIUYHOW BO3MOYKHOCTBIO BbIXOJla B MHTepHET. HO MHOTHE SKCIEpThI CYUTAIOT, YTO
obmenoctynasie Wi-Fi ceTu He sBsitoTcst 6€301acHBIMU.

CoBeTbl 10 0e30MACHOCTH PadoTe B 00IeT0CTYINHBIX ceTsax Wi-fi:

1. He mepenaBaii cBOIO JIMYHYIO HHPOpManuio depe3 oOmiemoctynHbie Wi-Fi
cetu. Paboras B HUX, JKeJIaTeNbHO HE BBOJUTH MAPOJIA JOCTYIA, JIOTUHBI U
KaKue-TO HOMEDPA;

2. Ucnonp3yit m OOHOBMNS aHTUBHPYCHBIE MpOrpaMMbl W Opanmmayep. Tewm
caMbIM Thl 00€30MacHIllb ce0s OT 3aKaYyKu BUpPyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonvzoBanuu Wi-Fi otkmoun ¢pynkiuio «O6muii goctyn K daiaam u
npuHTepam». [lanHas GyHKIUS 3aKphITa MO YMOTYaHUIO, OJJHAKO HEKOTOPHIC
MOJIb30BATENId AKTUBHUPYIOT €€ NSl yA00CTBa MCIOJIB30BaHMS B paboTe WA
yuaebe;

4. He ucnonw3yit nyonmunsii WI-FI nns nepenaun TUYHBIX JTaHHBIX, HAIpUMEpP
JUTSL BBIXOJIa B COITMATBHBIC CETH WIIH B DJIEKTPOHHYIO TIOUTY;

5. HNnonw3y#t tonpko 3amuiieHHoe coenuHenue yepe3 HTTPS, a e HTTP, T.e.
pu Habope Beb-anpeca BBoAM UMEHHO «https://»;

6. B moOmibHOM Tenedone oTkmoun ¢GyHKiuoo «llogkmrouenne k Wi-Fi
aBTOoMaTnueckm». He nomyckaili aBTOMaTH4€CKOTO NOJKIIOUEHUSI YCTPOUCTBA K
cetsim Wi-Fi 6e3 TBoero cornacusi.




CouuanbHbIe ceTu

CoyuanvHuvle cemu AKTUBHO BXOJAT B HAINIy XWU3Hb, MHOTHUE JIIOAM pabOTAIOT U
KUBYT TaM TOCTOsIHHO, a B Facebook yxe 3apeructpupoBaH MULUIMAP]] YETOBEK, YTO
SIBJIIETCS OJHOM ceabMOM BCeX KUTEJICH IUIaHEThI.

MHorue noJjib30BaTelId HE IIOHUMAKOT, 4YTO I/IH(bOpMaIII/IH, pasMClICHHAadA HMHU B
CONHUAJIBHBIX CCTAX, MOXKCT OBITH HaﬁneHa " HUCIIOJIb30BAHA KEM YI'OOAHO, B TOM YHCJIC
He 0053aTeIbHO ¢ OJaruMu HaMCPCHUAMU.

OcCHOBHBIE COBETHI 110 0€30MACHOCTH B COIMAJIbHBIX CETAX:

1.

OrpaHuyb cUCOK apy3eil. Y T1e0s B Apy3bAX HE JOJKHO OBITh CIy4ailHBIX U
HE3HAKOMBIX JIFOAEH;

3amumail cCBOIO YacTHYIO *u3Hb. He ykaswiBail mapoinu, TenedoHbl, aapeca,
JaTy TBOETO POXKJICHUS U JAPYTYIO0 JTUYHYIO0 WH(MOPMAINIO. 3I0YMBIIUICHHUKA
MOTYT HMCIIOJIb30BaTh Jlake€ MH(OPMAIMI0O O TOM, KaK Thl U TBOU POAUTEIU
IJIaHUPYETE MPOBECTH KaHUKYIIbI,

3amumai cBOIO penmyTaluio - IepKH ee B YHCTOTE M 3aaaBail cebe BOmpocC:
XO0Tea Obl ThI, YTOOBI JAPYTHE IMOJH30BATEIU BHUJEIH, YTO ThI 3arpyskaemib?
[Tomymaii, mpex/ie 4emM 4To-TO ONMyOIMKOBaTh, HAMMCATH U 3aTrPy3UTh;

Ecnu Tl TOBOpHMIIBL € JIOJBMH, KOTOPBIX HE 3HACIlIb, HE WCIIOIB3YH CBOE
peaslbHOE WMS W JIPYTyI0 JTUYHYIO WHGOPMAIMH: MUMS, MECTO >KUTEIhCTBA,
MecTO y4eObl U TIpoyee;

N3berait pasmemnienust ¢otorpaduit B MHTepHeTe, rae Thl HM300pakeH Ha
MECTHOCTH, [0 KOTOPOW MOKHO ONPEAEIUTh TBOE MECTOIOJIOKEHUE;

[Tpu perucTpanuu B CONMHMAIBHON CETH HEOOXOAMMO HCIOJIB30BATH CIIOKHBIC
MapoJIu, COCTOSIIINE U3 OYKB M MU(P U C KOJUISCTBOM 3HAKOB HE MEHEe §;

JIns conuanbHOM CETH, MOYTHI M JIPYTUX CAaTOB HEOOXOJIWMO HCIIOIb30BaTh
pasnbie maponu. Torma ecnm TeOsl B3JIOMAIOT, TO 37OYMBINUICHHAKH MOIyYaT
JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.




DNeKTpOHHbIE

AeHblrum

neKkmponHble _0eHb2u — DTO OYCHb YIOOHBIA CIOCOO IIaTexel, OJIHAKO
CYIIECTBYIOT MOIIEHHUKH, KOTOPHIC XOTSAT MOJYYUTh 3TU JICHBIU.

QHCKTpOHHBIe JACHBI'M ITOABHUJINCH COBCCEM HECAABHO U MMCHHO H3-3a 3TOI'O BO MHOT'HUX
rocyaapCrBax a0 CUX IOp HC IPOIMHUCAHO IIPO HUX B 3dKOHAX.

B Poccum xe oHM (YHKIMOHUPYIOT U O HUX YK€ IPOMHCAHO B 3aKOHE, Tlle UX
pa3aeNsoT Ha HECKOIBKO BUJIOB — aHOHUMHBIE U HE aHOHMMHbIE. Pa3Hu1a B TOM, 4TO
aHOHMMHBIE - O3TO Te€, B KOTOPBIX pa3pemniaeTcss MPOBOJUTH oOlepanuu 0e3
UACHTU(PUKALUM TOJIH30BATENs, & B HEAHOHUMHBIX HMJICHTU(DUKAIMU TOJH30BATENS
ABIIAETCS 0053aTENBHOM.

Taxxke  cimegyer  pa3nuyaTh — OJEKTPOHHBbIE  (UATHbIE  JCHBIU  (PaBHBI
rOCYy/IapCTBEHHBIM BajlOTaM) M DJEKTPOHHBbIE HedHUaTHbIE JEHBI'M (HE pPaBHBI
rOCYJapCTBEHHBIM BAIIOTaM).

OcHogHble cosembl N0 0E30NACHOIL padome C I1eKMPOHHBIMU OCHb2AMU:

1. IpuBsixu K cueTy MOOWIBHBIN TenedoH. DTO caMblii yIOOHBIH U OBICTpPHIN
Croco0 BOCCTAaHOBUTH JIOCTYI K cuety. [IpuBsizanHbiii TeaedOH MOMOXKET, €ClIn
3a0y/enib CBOM IJIATEXHBIM Mapoib WM 3aifJlellb Ha CaWT ¢ HE3HAKOMOTO
YCTPOUCTBA;

2. Ucnonp3yit omgHopazoBeie maponu. Ilocne mepexona Ha  yCHICHHYIO
aBTOpU3AIUIO TeOe yke He OyAeT yrpoKaTh OMACHOCTh KPaXKH WJIU MepexBaTa
MJIATEKHOTO TaPOJIs;

3. BeiGepu cnoxueiii mapons. [IpecTymHukam OyaeT HE MPOCTO yrajaaTh
CJIOXHBIA TMaposib. HamexxHbie mapoiar — 3TO Mapoju, KOTOPBIE COAEPKAT HE
MEeHee 8 3HAKOB M BKIIFOYAIOT B ¢€0s1 CTPOYHBIE M MPOIUCHBIE OYKBBI, ITUPPHI U
HECKOJIbKO CHMBOJIOB, TaKMe KakK 3HAK JoJiapa, (yHTa, BOCKIUIATCIHHBIN
3HaK u T.1m. Hampumep, $tROng!;;

4. He BBOAM CBOU JTUYHBIC JAHHBIC HA CaliTaX, KOTOPHIM HE JTOBEPSICIIIb.




DneKTpoHHas

novrta

Inekmpounasa nouma — 3TO TEXHOJIOTUSA U NPEJOCTABIISIEMBIE €0 YCIYTH IO
HEPEChUIKE U TMOIYYEHHUIO JIEKTPOHHBIX COOOLIECHHMM, KOTOpPBIE PacCHpeleisitoTCs B
KOMIIBIOTEPHOU CETH.

OOBIYHO DJIEKTPOHHBIM TOYTOBBIA SIIUK BBITJIAJUT  CIAEAYIONIUM  00pa3oM:
UMS_TI0JIb30BaTEISI(@WUMS_IOMEHa.

Taxke Kpome IMepemayd IMPOCTOTO TEKCTa, HWMEETCS BO3MOXKHOCTh IIepeaBaTh
(haitiibl.

OcHogHble cosembl N0 0e30NACHOIL padone ¢ 31eKHPOHHOU ROUMOUL:

1.

Hano BeIOpaTh mpaBUIbHBIN TTOYTOBBIA CEpBUC. B MHTEpHETE €CTh OTPOMHBIN
BbIOOP OECIIaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO JIyUIlle JOBEPSATH TEM, KOTO
3HACIIb U KTO MEPBBIA B PEUTHUHIE;

He ykaspiBaii B nuuyHOW mouTe Ju4HYyr0 uHpopmaruioo. Hampumep, mydiie
BBIOpATh «MY3BIKATBHBINA (haHaT@» ninu «pok2013» BMecTo «remal3n;
Hcnonp3yid ABYX3TalHyI0 aBTOpU3ALMI0. JTO KOTJla MOMHUMO MapoJis HY>KHO
BBOJIMUTH KOJI, MPUCHUIaeMbI 10 SMS;

Bri6epu ciioxHbIN mapoiib. s Ka)KI0ro IMOYTOBOrO SIIHKA JOJDKEH OBITh
CBOU HAJEKHBIW, YCTOMYHUBBIN K B3JIOMY HapOJib;

Ecnn ecth BO3MOKHOCTh HaNMCAaTh CAMOMY CBOM JIMYHBIN BOIPOC, UCIIOJIb3YH
3Ty BO3MOXHOCTb;

Hcnonb3yli HECKOJIBKO MOYTOBBIX SIIUKOB. IIepBbIN 1JIs1 4aCTHOM MEPENUCKH C
ajgpecaTaMy, KOTOPBIM Thl JOBEpACIIb. DTO AJIEKTPOHHBIN aapec HE HaIo
MCITIOJIB30BaTh NIPH PErucTpanuu Ha (popyMax u cailTax;

He otkpsiBail ¢aiinel U Apyrue BIOXKEHUS B MUCbMAaX JIa)Ke €CIM OHU MPUIILIA
OT TBOMX Jipy3ei. Jlydllie yTOuHH y HUX, OTHPABIISUIM JIU OHU TeOe ATU (ailiibl;
[Tocne okoHyaHust pabOTHI HA TOYTOBOM CEPBUCE MEPE]l 3aKPHITUEM BKIIAJIKHU C
caiiToM He 3a0y/1b HaXKaTh Ha « BeIMTHY.




Kubepbynnunr
unu

BUpPTYasibHOE
U3nesaTenbCcTBO

Kubepoyanunz — npecnenosanue COOOIIEHUAMH, COAEPKALIMMU OCKOPOJIECHUS,

arpeCCrro, 3allyruBaHUC,; XYJIIUTAHCTBO, COIIUAJIIBHOC 60ﬁKOTHp0BaHHe C IIOMOMIBIO
Pa3JIMIHBbIX HHTCPHCT-CCPBUCOB.

Ocnoensile cogemuvlt no O0OpvdE ¢ KUOEPOYIUHZOM:

1.

no

o

He Opocaiics B 60ii. JIyummuii crmoco6: MmocoBeTOBaThCS Kak ce0s BECTH U, €CITU
HET TOTO, K KOMY MOXXHO OOpaTUThCS, TO BHaudaje YCHOKOUThCS. Ecnmu Tbl
HAYHEeIIb OTBEYaTh OCKOPOJEHUSIMH Ha OCKOPOJIEHHS, TO TOJIBKO €lle OoJbiie
pa3oAOKeIb KOH(IIUKT;

VYmpasnsii cBoelt kubeppenyTaruei;

AHOHUMHOCTH B ceTH MHUMas1. CyIIeCTBYIOT CLIOCOOBI BBIICHUTD, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM;

He crouT BecTm Xynuranckwii o0pa3 BUPTyaJIbHOW KW3HU. HHTEpHET
¢uKcUpyeT Bce TBOW ACHCTBUS M COXpaHsSET UX. YIaluTh UX OyIeT KpaiiHe
3aTPYJHUTEIBHO;

Coburomaii cBOii BUPTYaTbHYIO Y€CTh CMOJIOY;

Urnopupyii enuHnuHbIi HeratuB. OJHOPa30BbIe OCKOPOUTENIbHBIE COOOIIEHNUS
nydiie wurHopupoBaTh. OOBIYHO arpeccust MpeKpamiaeTcsi Ha HadalbHOU
CTaJuu;

ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOINCHHUSMH, B
COIMAJIBHBIX CETAX €CTh BO3MOYKHOCTH OJOKMPOBKH OTIPABKU COOOIICHHH C
ONPEAEIIEHHBIX aIPECOB;

Ecaun 1bl cBuzerens kuOepOyiinHra. TBOM AEHCTBHS: BBICTYMUTh HPOTHUB
rpeciie1oBaTeNns, N0Ka3aTb €My, YTO €ro JEHMCTBUS OLIEHWBAIOTCS HETaTUBHO,
MOAAEPKATh KEPTBY, KOTOPOIl HY>KHA MCHUXOJIOTMYECKAs] MOMOIIb, COOOUIUTh
B3POCJIBIM O (paKTe arpeCCUBHOTO MOBE/ICHUS B CETH.




MobunbHLIU

Tene@oH

CoBpemeHHble cMapTHOHBI U TJIAHIIETHI COAEpPKaT B ce0e BIOJHE B3POCIBIiA
(yHKUMOHAJI, M Temepb OHU MOTYT KOHKYpUpPOBaTh CO CTal[MOHAPHBIMU
KoMIibtoTepaMu. OJIHAKO, CPEACTB 3aLUTHI IJIsi MOJOOHBIX YCTPOMCTB MOKA OYEHb
Maro.

TecTupoBaHUE U MOUCK YSI3BUMOCTEM B HUX MPOUCXOAUT HE TaK MHTEHCUBHO,
kak st [1K, To e camoe kacaeTcsi ¥ MOOWIBHBIX MTPUIIOKCHHH.

COBpeMGHHLIe MOOMJIbHBIE 6pay3ep51 YK€ TMPAKTUYCCKHU OOTrHaJIM HACTOJIbHBIC
AHAJIOTH, OJHAKO paCIIUpPCHUC Q)YHKIII/IOHEUIa BJIEYET 3a coOoOM 6OJ'IBIIIyIO CJIIOXKHOCTD
U MCHBIIYIO 3allIMIICHHOCTD.

,HEUIGKO HC BCC TIIPOU3BOJMUTCIIM  BBIIIYCKAIOT O6HOBJ'I€HI/I}I, 3aKPbIBAOIIHNC
KPUTHUYCCKUC YA3BUMOCTH IJIsI CBOUX YCTPOﬁCTB.

Ocnoenste cogemul 0151 0€30RACHOCIU MOOUIbHO20 melehoHa:

1. Huyero He sABigeTCS MO-HACTOAIEMY OecraTHbIM. Byab ocToposkeH, Belb
Korga Tebe mpenjararoT OECIUIATHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKue-TO TUIATHBIE YCIIYTH;

2. Iymaii, npexae yeM oTnpaBuTh SMS, ¢hoTo niau Buaeo. Thl TOYHO 3HACIID, TIE

OHM OyIyT B KOHEYHOM UTOTE?

Heo6xonnmo 0OHOBIIATH ONEPAIIMOHHYIO CHCTEMY TBOETO CMapTQOHa;

Hcnonb3yit aHTUBUPYCHBIE MPOTPAMMBI JJIsI MOOMIIBHBIX TelIe()OHOB;

He 3arpyxaili npuiioXeHHUs OT HEU3BECTHOIO WCTOYHHUKA, BEIb OHU MOTYT

coJiepKaTh BPEIOHOCHOE MPOTpaMMHOE 00eCTieYeHHE;

6. Ilocme Toro kak Thl BBIMIEIIb C caiTa, IJie BBOJAWJ JIMUYHYIO HH(GOPMAIIUIO,
3aiiii B HACTPOUMKH Opay3epa u yaanu cookies;

7. Tlepuoauuecku MpoBepsil Kakue IUIATHBIE YCIYI'M aKTUBHUPOBAHBI HA TBOEM
HOMEDE;

8. [laBaii cBoii HOMep MOOWJIBHOTO TenedoHA TOJBKO IIFOISIM, KOTOPBIX ThI
3Haellb U KOMY JOBEPSIEIIb;

9. Bluetooth momkeH OBITH BBIKIIFOYEH, KOTJIa Thl MM HE TOJB3yemibcsa. He
3a0bIBail HOTIa MPOBEPSTH ITO.

ok w




Online

UT'PbI

Cogpemennble OHNAUH-UZPbL — DTO KPACOUYHBIC, 3aXBATHIBAIOIINE pPa3BICUYCHUS,
O0OBEUHSIONINE COTHU THICAY YEJIOBEK M0 BceMy MUpy. Urpoku uccienyoT 1aHHbIN
UM MUD, O0IIAIOTCS IPYT C APYTOM, BBIMOJHSIOT 3a/IaHMsI, CPAKAIOTCSI C MOHCTpaMu
U TOJy4aroT OMNBIT. 3a YJOBOJBCTBUE OHHU IUIATAT: MOKYIMAKOT JHMCK, OIUIAYMBAIOT
a0OHEMEHT WJIU MPUOOPETAIOT KAKUE-TO OIIIIHH.

Bce atu cpenctBa mayT Ha MOJJep)KaHUE M PA3BUTHE WIPhI, a TaKKe Ha camy
0€30MacHOCTb: COBEPIICHCTBYIOTCSI CHUCTEMBI aBTOPHU3AIIMM, BBIMTYCKAIOTCS HOBBIE
naTuu (u@pPOBBIE 3aIUIATKY JJI POTPaMM ), 3aKpPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOIIO6HI>IX HUrpax CTOUT OIIACATbCA HC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaKU
TBOCTO ITAapOJIsd, HA KOTOPOM OCHOBAaHA CHUCTCMA aBTOPpU3ALIUN OOJIBIIIMHCTBA Hrp.

OcHogHble cosembl N0 0e30NACHOCHU ME0e20 U2P06020 AKKAYHMA.

1. Eciu ppyroit urpok BeAeT ceds IMIoX0 WM Cco3JaeT Tebe HENmpHSITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

[Toxanyiicss agMUHHCTpAaTOpaM HWIrPbl HA IJIOXO€ MOBEAEHUE 3TOTO WIPOKA,
KeIaTeNIbHO NPUIIOKUTh KaKUe-TO JJOKAa3aTEIbCTBA B BUJE CKPUHOB;

He yxa3spiBaii muunHyo nHGOpMaIUiO B podaiisie urpsr;

YBaxal Ipyrux y4aCTHUKOB I10 UTPE;

He ycranapnmuBaii HeouIuaabHbIC TATYH U MOJIBI,

Hcnosnb3yli CiI0)KHBIE U pa3HbIEC NApOJIH;

Jlaxxe BO BpeMsl WIpPbl HE CTOMT OTKJIKOUYaTh aHTUBUpYC. [loka ThI urpaemis,
TBOW KOMIIBIOTEP MOTYT 3apa3uUTh.

no

Nogakow




PUWUHIr
unu

Kpaxa JIMYHLIX AAHHbLIX

OObIyHOM Kpa)l(eﬁ ACHCT U NOKYMCHTOB CCTOAHA YK€ HUKOI'O HC YAHMBHIIIb, HO

C Pa3BUTUCM I/IHTepHeT-TeXHOHOI“I/II;’I 3JIOYMBIIVNICHHUKU TICPECMCCTUIIUCh B UHTCPHCT,
" IMPOJOJIKAOT 3dHUMATbhCA «TIOOMMBIMY ACJIOM.

Tak nmosiBUIach HOBast yrpo3a: unmeprnem-moulennudecnmea ujiu dmmune, r’raBHas1
oCJIb KOTOPOTO0 COCTOUT B IOJIIYYCHUU KOH(l)I/IIIGHIII/IaJIBHBIX JaHHBIX M0JIb30BaTeICH
— JIOTUHOB U Haponeﬁ.

Ha anrnuiickom si3bike phishing untaetcs kak ¢umuHr (ot fishing — peiOHas 0B,
password — mapoJib).

o o1

OcHogHble cogembl no Hopbvoe ¢ huwunzom:

Crnenu 3a cBOMM akkayHTOM. Eciii Tl Mo103peBaeIiib, 4To TBOSI aHKETa ObLia
B3JIOMaHa, TO HEOOXO0IMMO 3a0JIOKMPOBATh €€ U COOOIHUTh AJIMUHUCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOpEE;

Hcrnonw3yii 6e30macHbie BeO-CalThI, B TOM YHCIIC, HHTCPHET-Mara3uHoB H
MTOMCKOBBIX CUCTEM;

Hcnonb3yii crnoskHbIE U pa3HbIe Mapoyid. TakuM o6pa3om, eciu Te0s
B3JIOMAIOT, TO 3JIOYMBIIUJICHHUKHU MOIYYaT TOCTYI TOJIBKO K OJTHOMY TBOEMY
poUIIIO B CETH, a HE KO BCEM;

Ecnu te6s B3momManu, To He0OX0IMMO TIPENYIPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE T00aBICHBI Y T€OS B IPY3bIX, O TOM, UTO TeOs B3JIOMAJIH U,
BO3MOYKHO, OT TBOETO HUMEHH OY/IE€T PACChUIATHCS CIIaM U CCHUIKH Ha
(UIITMHTOBBIE CANTHI;

YcranoBu Haaexubii napois (PIN) Ha MOOWITBHEIHN TenedoH;

OTxiroun coXpaHeHue maposis B Opaysepe;

He oTkpbiBaii aiinsl ¥ 1pyrue BIOKEHHS B MUChbMaX JaKe €CIU OHU MPUIILIH
OT TBOMX Jipy3ei. Jlydllie yToOuHH y HUX, OTHPABIISUIM JIU OHU TeOe ATU (ailiibl;




Linpposas

penyTauus

Hudgposaa penymayus - >1o HeraTuBHas WK O3UTUBHAs WH(GOPMAIHUS B
cetu o Tebe. KomnpomMerupyromasi nHbopMalus pa3MenieHHasi B UHTEPHETE MOXKET
CEPbE3HBIM 00Pa30M OTPA3UTHCI HA TBOEH pealbHON KU3HU.

«Iudposas pemyraius» - 3TO TBOH UMUK, KOTOPBIM opMupyetcst 3 uHpopmanuu
0 TeOe B UHTEPHETE.

TBoe MecTo KHNTCJIBCTBA, y‘IC6LI, TBOC q)HHaHCOBOC ITOJIOKCHUC, OCOOCHHOCTH
XapaKTepa u pacCKa3bl O OJIM3KUX — BCE ATO HAKAIIJIUBACTCS B CETH.

MHorue TOIPOCTKHA  JIETKOMBICJICGHHO OTHOCSTCS K  MYyONWKAalUA  JIWIHON
nHpopmaruu B MHTEepHETEe, HE TIOHMMas BO3MOXHBIX MOCIEACTBHH. ThI maxe He
CMOXeIIb JToTafgaThcss O TOM, 4TO (oTorpadmus, pa3MelieHHas 5 JieT Hazaj, craja
MIPUIMHOMN OTKa3a MPUHSATH T€Os Ha paboTy.

KommenTtapuu, pasmemnieHue TBoux ¢dortorpaduii m apyrue IelWcCTBHS MOTYT HE
MCYE3HYTh JAAXE MOCJE TOTO, KaK Thl UX yAANUIb. Thl HE 3HACUIb, KTO COXPAaHMII 3TY
uH(pOopMaIMIo, Tomajia M OHa B TOMCKOBBIE CHUCTEMBI U COXPAaHWIACh JH OHA, a
TJIaBHOE: YTO MOAYMAIOT O Te0e OKpYysKaroliee 01, KOTOPhIE HAWIYT U YBUASAT 3TO.
Haiitu wunHOpManuio MHOTO JET CIYCTS CMOXET 000 — Kak U3 J0OpBIX
moOyXICHH, TaK ¥ C HAMEPEHUEM MIPUIUHHUTH BPEl. ITO MOXKET OBITh KTO YTOJHO.

OcHogHble co8enbl NO sauwiume uud)posoﬁ penymauuu.

1. Tlomymaii, mpekzie 4eM 4TO-TO MyOJIMKOBATh U TIEpeIaBaTh y ceOs B OJI0Te HIN
B COLIMAJIbHOM CETH;

2. B mHactpoiikax mpodwisi YCTaHOBH OTPAaHMYEHHS HA TMPOCMOTP TBOETO
po( I U €ro COAEPKUMOTO, CACNAN €T0 TOIBKO «JIJIs APY3eh»;

3. He pasmemaii u He yka3piBail HHPOPMAIHIO, KOTOpas MOXKET KOTro-Iubo
OCKOPOJIATh WITH OOMIKATh.




ABTOpCKOEe

npaso

CoBpeMeHHbIE  IIKOJBPHUKA —  aKTHBHBIC IIOJIB30BATEIN  ITUPPOBOTO
npoctpancTBa. OnHAaKO [JajJeKko HE BCE 3HAIOT, YTO I[OJb30BaHHE MHOTUMU
BO3MOXKHOCTAMH  ItudpoBoro  mupa  TpeOyer  coOdrofeHuss  MpaB  Ha
MHTEJUICKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH «MHTE/VIEKTYaJbHAs COOCTBEHHOCTH» OTHOCHUTCS K Pa3IUYHBIM
TBOPEHHUSAM YEJIOBEUECKOTO YyMa, HayMHas C HOBBIX HM300pETCHUI U 3HAKOB,
0003HaYaIOIMX COOCTBEHHOCTh HA MPOAYKTHI M YCIYT'H, U 3aKaHYMBash KHUTAMH,
dotorpadusimu, KUHODUITBMAMU U MY3bIKAJIbHBIMU TPOU3BEACHUSIMHU.

Aemopcxue npaea — JOTO IIpaBa Ha MHHTCIUICKTYAJIbHYIO COOCTBEHHOCTh Ha
IMPOU3BCACHNA HAYKH, JIUTCPATYPBI U HCKYCCTBaA.

ABTOpCKME  MpaBa  BBICTYNIAIOT B  KAyecTBE  TapaHTUUM  TOro,  4YTO
WHTEJUICKTYaJIbHBIN/TBOPUECKU TPyl aBTOpa HE OyneT HampacHbIM, JacT €My
CIIpaBe/JIMBBIE BO3MOXXHOCTH 3apaboTaTh Ha pe3yibTaTax CBOETrO TpyAa, MOJIYYUTh
M3BECTHOCTH U IPU3HAHUE.

Hukto Oe3 paspemieHusi aBTopa HE MOXET BOCIPOM3BOJIUTH €r0 IMPOU3BEICHUE,
pacupoCcTpaHsITh, MYOJIMYHO JAEMOHCTPUPOBATH, MPOAABaTh, HMMIIOPTUPOBATH,
MycKaTh B MPOKAT, MyOJIMYHO HCIOJHSATH, TMOKA3bIBATH/UCIIONHATH B ddupe wiu
pa3mewmars B IHTEpHETE.

Hcnonp3oBaHuEe «IUPATCKOr0» MPOrPaMMHOIO OOECIEUEHUsS MOXKET IPUBECTH K
MHOTHM pPHCKaM: OT TOTE€PU JaHHBIX K TBOUM aKKayHTaMm 10 OJIOKUPOBKH TBOETO
YCTPOMCTBA, TJ€ YCTAHOBJIEHHBIM HE JeraiapHas mporpamma. He crout Ttakke
3a0bIBaTh, YTO CYIIECTBYET JIETAIbHBIC U OECIUIATHBIE MPOTPAMMBI, KOTOPHIE MOKHO
HAWTH B CETH.




